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How insurance practitioners can ensure they are doing enough



Introduction
During the last two years, the Financial Conduct Authority (FCA) has 

shown an increased interest in tackling financial crime. A number of 

thematic reviews have been conducted within the insurance, banking 

and asset management sectors aimed at assessing regulated firms’ 

approach and management of financial crime risk, with a particular 

emphasis on anti-money laundering (AML), countering terrorist 

financing (CTF), anti-bribery and corruption (ABC) and sanctions 

systems and controls. These thematic reviews have been followed by 

skilled persons reviews being undertaken, leading to possible 

enforcement actions.

In this white paper, we identify the various considerations that all 

regulated entities within the insurance industry must consider, how 

they should align their internal resources and the importance of 

ensuring senior level understanding and engagement in the process 

of preventing financial crime.

The goal of the FCA
An ever more active and involved FCA will demand 
more than just ‘ticking boxes’
In the past few years, the whole financial services industry has been 

buffeted by seemingly endless waves of regulation and consultation. 

Some insurers and intermediaries might be wondering if AML, CFT, 

ABC and Sanctions controls really are of central concern to the FCA 

or if meeting their requirements is just another box ticking exercise. 

One of the fundamental mistakes that firms appear to make is to 

simply tick-a-box when relating to financial crime, believing that they 

have fulfilled their obligations if they have a client file with a few 

rudimentary details. Not only is this a misconception, but it may well 

lead to enforcement action.

The Financial Services and Markets Act 2000 (FSMA) makes the 

prevention of financial crime integral to the discharge of the FCA’s 

functions and fulfilment of its objectives. This means that the FCA is 

concerned that the firms it authorises and their senior management 

are aware of the risk of their businesses being used in connection 

with the commission of financial crime, and take appropriate 

measures to prevent it, facilitate its detection and monitor its 

incidence. Senior management has operational responsibility for 

ensuring that the firm has appropriate systems and controls in place 

to combat financial crime.

 

To emphasise this point, in November 2014 the FCA undertook 

Thematic Review TR14/17 “Managing bribery and corruption risk in 

commercial insurance broking”. It followed a 2010 Financial Services 

Authority (FSA) report on anti-bribery and corruption in commercial 

insurance broking and fines levied against four major insurance 

intermediaries between 2009 and 2014. The thematic review’s 

conclusion was that “overall, most intermediaries in our sample did 

not yet adequately manage the risk that they might become involved 

in bribery or corruption.” The main points from the review included:

• Business wide risk assessments: only half of all intermediaries 

adequately identified and assessed bribery and corruption risk 

across the trading and non-trading aspects of their business. This 

emphasises the need to carry out a business-wide bribery and 

corruption risk assessment. Without a comprehensive risk 

assessment, regulated entities are less able to identify where their 

exposure is greatest and how to allocate resource effectively to 

mitigate key risks.

• Individual relationships risk management: most 

intermediaries assessed bribery and corruption risk associated 

with individual relationships, but rarely did so holistically. Due 

diligence carried out when assessing individual relationships was 

inadequate – often based on single factors such as jurisdiction. 

When considering other factors there is the need to “join the 

dots” to give an overall risk rating. Risk assessments of individual 

relationships should inform the overall risk assessment. If they are 

flawed, this can undermine the organisation’s risk mitigation. 

• Governance and management information: senior 

management often had limited access to meaningful information 

about the intermediaries’ exposure to bribery and corruption risk. 

This meant that oversight of risk management was often weak. 

So with the FCA’s increasing scrutiny firmly in mind, what are the 

most important steps insurers and intermediaries should take to 

ensure they will be able to meet the regulators’ expectations?

“ The importance of firms’ systems 
and controls in preventing financial 
crime has been elevated due to 
the increased potential for financial 
crime to have a negative impact 
on our objectives.” 

FCA Business Plan 2015/16
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Top-down attention – senior management
Financial crime requires active attention and involvement from board  
level leadership
Based on case studies and examples of fines in the past few years, financial crime controls 

have the best chance of succeeding when the executive, senior managers and all staff have 

a far clearer insight into their client base, market, transaction activity and changes within the 

regulatory environment, as well as sanctions lists, Financial Action Task Force (FATF) reports 

and money laundering requirements. This requires the insurers’ and intermediaries’ senior 

management and monitoring staff to be more proactive, ask questions, challenge decisions 

and exercise care and judgement.

The term ‘senior manager’ covers not only the executive but those managers that report 

directly to the board or management committee. For senior managers to effectively 

discharge their functions they should, quite clearly, understand the relevant risks faced by 

the firm, the firm’s AML, ABC and Sanctions polices and be capable of clearly articulating 

those policies and the relevant risks faced by the organisation.

In order to demonstrate that appropriate governance arrangements are in place firms should 

have a clear governance structure, which ideally includes regular committee or board 

meetings to discuss risks, including AML, ABC and Sanctions risks. These meetings should 

be supported by good quality management information (MI) which contains sufficient 

granularity to enable senior management to properly discharge their functions.

In addition, senior management should be capable of demonstrating leadership on AML, 

ABC and Sanctions issues and provide a greater degree of rigour and challenge to the 

quality of MI: senior management must ensure that MI is monitored on an on-going basis so 

that it can be shaped to address new risks faced by the organisation. It is important that all 

challenge must be properly documented and meeting minutes must accurately reflect 

discussions regarding AML, ABC and Sanctions issues.

Roles and responsibilities for senior management should be clearly defined with policies and 

procedures that provide guidance on escalation of issues and also exit strategies where the 

risks to firms are unacceptable.

For governance to succeed, insurers and intermediaries should consider building additional 

capability into their compliance, internal audit and assurance functions to enable them to 

carry out regular reviews and assessments of AML, ABC and Sanctions risk frameworks. If 

necessary, these second and third lines of defence should have the authority ultimately to 

terminate relationships if they deem the risks associated with those relationships to be  

too great.

“ In addition, senior 
management should 
be capable of 
demonstrating 
leadership on AML, 
ABC and Sanctions 
issues.”

To enable 
senior managers 

to fulfil their 
role requires a 
combination 

of factors

A strategic understanding by coordination across the firm on 
AML, ABC and Sanctions issues

A proactive approach to risk assessment

Relevant training and demonstrable understanding

The receipt of informative and objective information sufficient to 
discharge AML, ABC and Sanctions obligations
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To further safeguard the fi rm, risk assessments should be carried out 

iteratively to identify, assess and manage AML, ABC and Sanctions 

risks. These assessments should be properly documented with 

appropriate consideration being given to all relevant risks.

Finally, it is worth noting that risk assessments should not be limited in 

scope to a specifi c country or to specifi c products. Instead, fi rms should 

view and use their risk assessment as an opportunity to carry out a 

holistic review of their worldwide operations and/or product offering.

Getting systems in place
Many fi rms have historically placed far too little emphasis on 

resource planning, and paid greater costs as a result. This is more 

relevant to smaller entities where cost control has high priority, 

particularly when considering resources for functions that are often 

considered to be a service overhead.

It is often diffi cult to reconcile the budgetary constraints with 

resource requirements and the necessary knowledge, skill and 

experience. Unfortunately cost restraints are often used as a barrier 

to employing suffi cient personnel. The failure to appropriately 

resource an oversight function not only demonstrates a lack of 

understanding of the risks involved but has also been shown to be 

a false economy, as can be seen from a signifi cant number of 

regulatory fi nes and skilled persons reviews.

ABC fi nes
2009 – 2014

It is far better to appropriately resource the Front Line, Compliance and 

Internal Audit functions (i.e. all of the traditional three lines of defence) 

with suitably qualifi ed individuals to enable the fi rm to operate effective 

systems and controls and also be better placed to demonstrate a clear 

understanding of the specifi c risks involved.

The Money Laundering Reporting
Offi cer (MLRO)
The MLRO is responsible for the oversight of a fi rm’s compliance 

with its AML/CTF obligations and should act as a central reference 

point for reporting suspicious transactions.

To enable this the MLRO should:

• either be a board member or report to a board member (allowing 

him or her access and seniority to be effective);

• have suffi cient resources, with the skills knowledge and 

experience to effectively carry out their role;

• fully understand the rationale of policies he or she is overseeing;

• have suffi cient awareness and oversight of the highest risk 

relationships.

The role of the MLRO should not simply be that of a passive 

recipient of ad hoc reports of suspicious transactions, but they 

should play an active role in the identifi cation and reporting of 

suspicious transactions. This may also involve regular review of 

exception reports or large or irregular transaction reports as well 

as ad hoc reports made by staff.

Risk assessment
Risks are about uncertainty and events that when triggered have 

to a greater or lesser extent an impact on fi rms. For AML and 

ABC purposes we can narrow this down to a risk of individuals 

generating income or gain through illegal actions. For Sanctions 

purposes the risk can be summarised as seeking commercial gain 

by engaging in a prohibited activity and/or with a proscribed person 

whether deliberately or inadvertently. The identifi cation of risks is 

assisted by managers and staff having a clear understanding of 

the fi rm’s business, its market, products and client base. Senior 

management should be fully engaged with the risk assessment 

process and instrumental in the design and population of an 

appropriate risk register.

Once the risks have been identifi ed they should be assessed as to 

their potential severity of impact. It is better for fi rms to adopt a 

collaborative approach to risk assessment, as this will ensure

front-line business personnel as well as compliance personnel (the 

fi rst and second lines of defence) are engaged and coordinated in 

the process of assessing risks. The assessment process should follow 

a consistent methodology to categorise and identify risk. Therefore, 

as part of the assessment process, it is critical to make the best 

educated decisions in order to properly prioritise the implementation 

of the fi rm’s risk framework. In this way you begin to focus on the 

risks that really matter in your workplace – the ones with the 

potential to cause harm. In many instances, straightforward 

measures can readily control risks.

 

AON

£5,250,000

Willis

£6,890,000

JLT Specialty Limited

£1,880,000
Besso Ltd

£315,000

Source: FCA records

ABC fines 
2009–2014
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Policies and procedures
A fi rm’s AML, ABC and Sanctions policies and procedures must be 

appropriate to its business and set out the fi rm’s response to the risks 

it faces. These should be clearly drafted and include risk-sensitive 

procedures which require staff to proactively identify business 

relationships which pose the greatest AML/ABC/Sanctions risk. These 

policies should contain clear defi nitions of any potential risks. For 

example, in its last thematic review the FCA found that most 

defi nitions in AML policies did not clearly identify the corruption risks 

associated with Politically Exposed Persons (PEPs). Similar fi ndings 

were made in relation to documenting the ultimate benefi cial 

ownership of companies, customers’ source of funds and their 

source of wealth.

As part of their responsibilities, MLROs should regularly review the 

procedures to ensure that they do not contain inaccurate or out of 

date references. These procedures must be readily accessible, 

effective and understood by all relevant staff and applied 

consistently and effectively.

One of the key procedures is that of ‘knowing your customer.’

The procedures should make clear that customer due diligence (CDD) 

information must be kept up-to-date, with regular refresher cycles for 

high-risk customers, typically requiring an annual review of the 

relevant documentation. Where reliance is placed on third parties 

to carry out CDD, fi rms are required to ensure that they have 

appropriate structures in place which allow them to exercise adequate 

oversight of the effectiveness of such arrangements.

Once adopted, senior management should demonstrate a clear 

support for the AML/ABC/Sanctions policies and procedures and 

ensure that staff comply with the requirements.

Internal audit and compliance reviews
The compliance and internal audit function (where established) provide 

an independent and objective assessment to senior management of the 

effectiveness of the fi rm’s regulatory systems and controls and that 

these address the fi rm’s risks. The fi ndings of internal audit and 

compliance reviews on AML, ABC and Sanctions controls should, 

where necessary, be the catalyst to driving change within the business. 

It is important, therefore, that the information contained in the reports 

are complete, accurate and timely and set out the implementation of 

remedial measures. With these systems fi rmly in place, fi rms can focus 

on the particular areas the FCA has indicated.

Addressing hotspots
Knowing where the FCA is focusing is worthwhile
While the areas in which AML, ABC and Sanctions can emerge are 

too numerous to list, effective fi nancial crime management involves 

ensuring that resources are focussed at particular areas of concern. 

The FCA has identifi ed several areas that it considers to be ‘hot 

spots’ for potential crime’ and should therefore be prioritised.

Enhanced due diligence (EDD)
Firms are required to ensure that they know their customers. Part of 

this process is to know when standard due diligence is not suffi cient 

and to undertake further due diligence or enhanced due diligence 

(EDD). This is often interpreted as being applied to PEPs but it applies 

in all situations where there is a higher risk.

The purpose behind EDD is to provide the fi rm with a greater 

understanding of the customer and more certainty that the customer 

and/or benefi cial owner is who they say they are and that the 

purposes of the business relationship are legitimate.

The FCA has recently published examples of EDD which defi ne what 

they would expect a fi rm to undertake to determine that they know 

their customer, including:

• obtaining more information about the customer’s or benefi cial 

owner’s business;

• obtaining more robust verifi cation of the benefi cial owner’s identity 

based on information from a reliable and independent source;

• gaining a better understanding of the customer’s or benefi cial 

owner’s reputation and/or role in public life and assessing how this 

affects the level of risk associated with the business relationship;

• carrying out searches on a corporate customer’s directors or other 

individuals exercising control to understand whether their business 

or integrity affects the level of risk associated with the business 

relationship;

• establishing how the customer or benefi cial owner acquired their 

wealth to be satisfi ed that it is legitimate;

• establishing the source of the customer’s or benefi cial owner’s 

funds to be satisfi ed that they do not constitute the proceeds 

of crime.

Insurance

“ A fi rm’s AML, ABC and Sanctions 
policies and procedures must be 
appropriate to its business and set 
out the fi rm’s response to the risks 
it faces.”

Counterparty 
screening

Payment 
controls

Appropriate 
due diligence

Transaction 
monitoring

Key areas of
FCA focus
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A firm’s systems and controls should:

• clearly state how the firm will deal with clients;

• not apply a one size fits all;

• not rely on assessments that exist elsewhere within a group which, without local nexus, 

may not be sufficient;

• ensure robust monitoring of clients identified as presenting higher risks.

Counterparty screening
Counterparty screening requires the real-time screening of counterparties to identify 

potential sanctions targets. To meet this requirement firms normally secure the use of 

automated software that actively reviews the relevant sanctions lists. The main advantage is 

that this enables firms to maintain a comprehensive and up-to date watch list for effective 

identification of names that may trigger suspicion. Firms should ensure that their screening 

software is up-to-date, understood by staff and covers all areas of the business. In addition, 

firms should ensure they have an appropriate process and sufficient resources to review and 

assess hits against the watch list and to conclude on the appropriate action to be taken.

It is therefore important that firms should screen during on- boarding in order to block 

affected payments before completion and to also undertake checks throughout the client 

relationship.

With any monitoring process the objective is to try and focus monitoring resources on the 

most unusual and potentially suspicious transactions and patterns of activity whilst reducing 

as far as possible the false positive rate.

Payment controls
It is important that a firm has sufficiently robust controls over the monies which it handles in 

order to effectively combat financial crime. This means verifying and being satisfied with the 

source and destination of any funds that flow through the firm’s bank accounts and any 

funds which the firm authorises to be remunerated.

For both (re)insurers and intermediaries this means having payment controls not only over 

premiums but also claims and third party payments as well.

• The Accounts Department and the Compliance Function monitoring it must be satisfied 

that bank accounts from which and into which monies are received and paid have  

been verified.

• This verification ought to happen iteratively and often (at least once a year).

• Any discrepancies such as bank accounts being in a different domicile to that of the 

account holder ought to be appropriately investigated to the satisfaction of the senior 

management in Accounts with reference to and guidance from Compliance.

Transaction monitoring
An effective method of monitoring a firm’s transactions is a key component of that firm’s 

ability to reduce fraud and money laundering risks.

Transaction monitoring is therefore key to this control mechanism and should be embedded 

within the firm’s monitoring systems. Therefore, a firm’s transaction monitoring systems 

need to be proportionate given their business activities and size, and should ensure that 

effective systematic investigations into unusual transactions and potential Suspicious Activity 

Reports take place.

Care should be taken where firms use an automated transaction monitoring system that 

they do not place an over-reliance on this. Automated systems are only part of the armoury; 

staff vigilance and understanding also play an important part and staff training and 

awareness is required, particularly in customer facing staff.

“Counterparty screening 
requires the real-time 
screening of payment 
information to identify 
potential sanctions 
targets.”



Constant vigilance
Monitoring, reporting and tracking trends
Creating effective records is not only important to respond to 

regulatory scrutiny, but also to conduct meaningful internal audits 

and comparisons. So which monitoring activities are most important 

to undertake, and what is the best way to report them?

Suspicious activity reporting
All regulated firms are required to ensure that their systems and 

controls enable them to identify suspicious transactions. They are 

required under the Proceeds of Crime Act 2002 to submit a 

Suspicious Activity Report (SAR) to the National Crime Agency 

(NCA) when they know or suspect that a person is engaged in, or 

attempting, money laundering.

For a firm to be capable of making such a report, its staff must fully 

understand the AML requirements as they apply to the firm and to 

determine what is defined as a suspicious activity. In addition, the 

internal procedures of the firm must make it clear the action 

individuals are required to take and who to report the suspicious 

activity to (usually the MLRO).

Possible indicators that may trigger further research 
and review

Monitoring and trends
It is one thing to have systems in place and managers vigilantly 

reviewing to ensure that they are complied with, but ultimately 

these will be of no use if you cannot determine if those reviews  

are effective.

Any monitoring plan and activity that is undertaken should be based 

on the specific AML, ABC and Sanctions risks faced by firms. Clearly 

there is a requirement to ensure that independent reviews are 

undertaken by your compliance team/internal audit, or MLRO, or an 

external resource to provide details of adherence or identification of 

weaknesses in due diligence, controls or learning failures.

The end product of ongoing monitoring should be a report to senior 

management and/or the board and remedial actions agreed. In 

addition, the information gathered through monitoring also provides 

information to enable the firm to analyse trends, for example as part 

of internal processes firms should monitor SAR trends to identify 

possible patterns relating to customers or staff.
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Conclusion
Throughout this white paper we have emphasised the risks that all 

regulated firms face and the systems and controls required to 

protect both the entity and its staff against the potential damage 

that may be faced if it gets it wrong. We encourage senior 

managers to think more strategically about the issues that their 

companies face based upon the concerns expressed

by the FCA and areas where further research may be needed.

 

Regulated firms of all sizes should ensure that any review of their 

Sanctions, AML and/or ABC policies is well-documented, with 

appropriate attention being paid to any potential findings or control 

enhancements at the board or appropriate governance committees.

Particular attention should be given to any application of policies 

and procedures that a firm has put in place for providing guidance 

as well as for the monitoring of and compliance with those 

procedures.

During and after the review process, all challenge or detailed 

discussions at board or governance committee level should be 

accurately reflected in meeting minutes. This documentary evidence 

may provide evidential support that a firm operates to the required 

regulatory standards, if challenged by the FCA. It may also provide a 

degree of protection for board member and senior management 

who are increasingly being asked by the FCA to provide personal 

attestations as to the adequacy of their firms’ systems and controls.

Some key questions for executive and senior managers

Multiple inward remittances for the same policy from 
different sources

Accounts only operated for a few months

Bank account is not in the same domicile as the client

Is the tone from the top clear in your firm?

What steps have you taken to foster a strong 
risk culture?

How do you ensure that the  function 
responsible for financial crime is equipped with 
sufficient resources to perform effectively?

Do you oversee measures to ensure that 
your Sanctions, ABC and AML programme 
is systematic?

Is your Sanctions, ABC and AML programme 
subject to regular review?

Do senior managers play a central and 
proactive role?
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Moore Stephens in the UK
Moore Stephens is a top 10 independent 

accounting and consulting network, comprising 

over 1,700 partners and staff in 39 locations.

Our objective is simple: to be viewed by 

clients as the first point-of-contact for all their 

financial, advisory and compliance needs. We 

achieve this by providing sensible advice and 

tailored solutions to help clients achieve their 

commercial and personal goals.

Moore Stephens globally 
Moore Stephens International Limited is a 

global accountancy and consulting network, 

headquartered in London.

With fees of US$2.68 billion and offices in 105 

countries, you can be confident that we have 

access to the resources and capabilities to meet 

your needs. Moore Stephens International 

independent member firms share common 

values: integrity, personal service, quality, 

knowledge and a global view.

By combining local expertise and experience 

with the breadth of our UK and worldwide 

networks, clients can be confident that, 

whatever their requirement, Moore Stephens 

will provide the right solution to their local, 

national and international needs.


