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Welcome to our cyber security newsletter.

G7 publishes ‘eight elements’ of security Page 2

The G7 has decided to wade in and gives its opinion on what will make the global financial sector secure 

using its “eight elements of cyber security”. The elements are non-binding and high-level. 

SWIFT publishes mandatory security controls Page 3

SWIFT are all set to name and shame those failing to meet their new 16 mandatory controls. From January 

2018, SWIFT will report the status of any non-compliant customers to their regulators, and randomly select 

customers who will be required to provide additional assurance either from their internal or their external 

auditors. 

 New York State Department of Financial Service gets tough on cyber security 
and issues new regulation  Page 3

The New York State Department of Financial Service is about to put in place a regulation that very clearly 

states what financial institutions are expected to do when it comes to cyber security and non-public 

information. 

FCA outlines its approach to cyber security Page 4

The regulator is conducting an assessment to find out which firms they believe pose the greatest risk to their 

objectives of market integrity, consumer protection and competition. 

FCA starts asking firms questions on cyber security Page 4

Following on from similar requests from the Prudential Regulation Authority and Bank of England, the FCA 

has sent a questionnaire to registered financial intermediaries and brokers asking about firms’ measures to 

protect against, and recover from, cyber-attacks. 

Department for Transport issues cyber security guidance for ports Page 4

The Code of Practice outlines cyber security requirements at ports and port facilities. 
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6. Recovery

Resume operations responsibly, while allowing for continued 

remediation, including: 

• by eliminating harmful remnants of the incident;

• restoring systems and data to normal and confirming normal 

state;

• identifying and mitigating all vulnerabilities that were 

exploited;

• remediating vulnerabilities to prevent similar incidents;

• communicating appropriately internally and externally.

7. Information sharing

Engage in the timely sharing of reliable, actionable cyber 

security information with internal and external stakeholders on 

threats, vulnerabilities, incidents, and responses to enhance 

defences, limit damage, increase situational awareness, and 

broaden learning.

8. Continuous learning

Review the cyber security strategy and framework regularly and 

when events warrant – including its governance, risk and 

control assessment, monitoring, response, recovery, and 

information sharing components – to address changes in cyber 

risks, allocate resources, identify and remediate gaps, and 

incorporate lessons learned.

G7 publishes “eight elements” of security

The G7 has decided to wade in and gives its opinion on 

what will make the global financial sector secure using its 

“eight elements of cyber security”. 

The elements are non-binding and high-level. They tread familiar 

ground. However it is interesting to see that ‘information 

sharing’ has warranted its own ‘element’ which is in line with a 

sector wide push for organisations to share ‘threat intelligence’, 

telling everyone you have been hacked and how they did it. It is 

great from a moral and ethical point of view so others can learn 

from your mistakes, but how is it going to affect your share 

price? That is an interesting dilemma. 

 

1. Cyber security strategy and framework

Entities in the financial sector should establish cyber security 

strategies and frameworks tailored to their nature, size, 

complexity, risk profile, and culture.

 

2. Governance

Consistent with their missions and strategies, boards of directors 

should establish the cyber risk tolerance for their entities and 

oversee the design, implementation, and effectiveness of related 

cyber security programmes.

3. Risk and control assessment

Ideally as part of an enterprise risk management programme, 

entities should evaluate the inherent cyber risk presented by the 

people, processes, technology, and underlying data that support 

each identified function, activity, product, and service.

4. Monitoring

Establish systematic monitoring processes to rapidly detect cyber 

incidents and periodically evaluate the effectiveness of identified 

controls, including through network monitoring, testing, audits, 

and exercises.

5. Response

As part of their risk and control assessments, entities should 

implement incident response policies and other controls to 

facilitate effective incident response.
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“ It is great from a moral and ethical point 
of view so others can learn from your 
mistakes, but how is it going to affect 
your share price?”



3Risk reimagined

New York State Department of Financial 
Service gets tough on cyber security and 
issues new regulation

The New York State Department of Financial Service (DFS) 

is about to put in place a regulation that very clearly 

states what financial institutions are expected to do when 

it comes to cyber security and non-public information.

The regulations apply to roughly 4,000 banks, insurance 

companies, or other financial services institutions regulated by 

DFS. They take effect 1 January 2017 and they have 180 days 

from that effective date to comply.

Amongst the usual regulatory requirements when it comes to 

cyber policies, risk management and third parties etc. the DFS 

has taken a hard line on authentication. You are required to 

have multifactor authentication in the following circumstances:

• accessing internal systems from an external network e.g. 

working from home or a third party support company;

• using privileged database access.

These are non-negotiable, so if you haven’t got multifactor 

authentication in place, you might want to think about 

implementing it as the regulation becomes effective in 2017.

Finally, if you do have a ‘cyber security event’, as the DFS call it, 

and your non-public information becomes public, you have up 

to 72 hours to report the incident. 
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SWIFT publishes mandatory 
security controls

SWIFT, the global provider of secure financial messages 

services, are all set to name and shame those failing to 

meet their new 16 mandatory controls. 

From January 2018, SWIFT will report the status of any 

non-compliant customers to their regulators, and randomly 

select customers who will be required to provide additional 

assurance either from their internal or their external auditors. 

 

They will also make your compliance status available to other 

members of the SWIFT community via the Know Your Customer 

(KYC) Registry.

 

The 16 mandatory and 11 advisory controls were released in 

November, and if you haven’t already reviewed them, you 

should be considering them as soon as possible. Now is the time 

to start thinking about your SWIFT environment and making 

sure that you are really meeting those basic cyber security 

controls, if you do not want to end up on SWIFT’s and FCA’s 

naughty lists.

 

While the focus is very much on SWIFT, do not forget anything 

that connects to your SWIFT environment could be the easier 

route for the cyber criminals to take. You are only as good as 

the weakest link in the chain.

  

“ Do not forget anything that connects 
to your SWIFT environment could be 
the easier route for the cyber criminals 
to take.”
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FCA outlines its approach to cyber 
security

In a speech in September, the FCA outlined how they are 

turning their cyber sights to the broader population of 

firms that they regulate. 

The regulator is conducting an assessment to find out which 

firms they believe pose the greatest risk to their objectives of 

market integrity, consumer protection and competition. The 

assessment is not dependent on the size of firm.

They expect to see a demonstrable security culture consisting of:

• good governance;

• key asset identification;

• appropriate asset protection;

• monitoring/detection;

• recovery and response;

• knowledge sharing.

They are also investigating the issues of ransomware, data 

storage and outsourcing, and the cyber skills gap.

The FCA will deploy a proportionate approach, ranging from 

communications and self-help to a more intensive supervisory 

approach.

FCA starts asking firms questions on cyber 
security

Following on from similar requests from the Prudential 

Regulation Authority and Bank of England, the FCA has 

sent a questionnaire to registered financial intermediaries 

and brokers asking about firms’ measures to protect 

against, and recover from, cyber-attacks.

The questionnaire comprises 49 questions and must be: 

• signed off at board level;

• completed within eight weeks of receipt;

• completed by competent parties with appropriate IT/cyber risk 

knowledge and experience.

Focusing on the management of cyber risk rather than its 

elimination, the questionnaire requires respondents to answer 

questions on the governance of their cyber resilience strategy, 

the identification of cyber threats, and the protective measures 

in place and response/recovery procedures. The questionnaire 

also asks firms about their testing, awareness of cyber risk and 

the processes in place to keep abreast of evolving threats.

The FCA makes clear that firms should not need professional 

help to complete the questionnaire. We agree that firms with 

in-house cyber security risk knowledge should be able to do this 

independently. However, if you do not have this expertise 

in-house, and would like to discuss the questionnaire with one 

of our cyber security experts to help you understand the basis of 

the questions, please contact us.

 

Department for Transport issues cyber 
security guidance for ports

On Wednesday 17 August, the UK Government issued 

cyber security guidance for ports.

The Code of Practice was commissioned by Department for 

Transport and developed by the Institute of Engineering & 

Technology and outlines cyber security requirements at ports 

and port facilities. The Code of Practice should be used as part 

of an organisation’s overall risk management system, to ensure 

that the cyber security of port systems is managed both 

cost-effectively and as part of mainstream business.

The guidance makes clear that cyber security is not just about 

preventing hackers gaining access to systems and information. It 

also addresses the integrity and availability of information and 

systems, ensuring business continuity and the continuing utility 

of cyber assets.
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The guidance outlines the below key points.

Motivations behind a cyber attack

Introduces five broad categories of ‘threat actor’: 

• espionage – seeking to breach systems for state or 

commercial purposes;

• activist groups – seeking publicity or creating pressure on 

behalf of a specific objective or cause;

• criminal – largely driven by financial gain;

• terrorism – seeking to instil fear and cause physical and 

economic disruption;

• warfare – conflict between nation states, where the aim is 

disruption of transport systems/infrastructure.

Developing a cyber security assessment

Outlines the steps to performing a cyber security assessment 

(CSA). These are as follows: 

• evaluating important assets, and the external infrastructure 

upon which they depend;

• identifying the business processes using the assets and 

infrastructure, to assess their criticality;

• assessing the risks arising from possible threats to the assets, 

understanding the vulnerabilities and estimating the 

likelihood of their occurrence;

• identifying and assessing countermeasures;

• agreeing whether the residual risk is acceptable (or addressing 

any deficiency considered unacceptable).

Developing a cyber security plan

Introduces the concept of a cyber security plan (CSP). The 

description of the CSP includes: 

• contents – the contents of the plan should align to the CSA, 

and should drive policies, processes and procedures;

• review requirements – the CSP should include a suitable 

mechanism for performing periodic, at least annual, reviews 

of the CSP to verify that it remains fit for purpose;

• monitoring and audit requirements – the CSP should set out the 

auditing measures that will take place across the port assets.

This section also outlines the importance of: 

• the compliance of the port supply chain with the security 

policies, processes and procedures specified in the CSP;

• identifying the individual(s) responsible for cyber security at 

the port and port facilities (cyber security officer);

• establishing a port security committee and a security 

operations centre;

• arrangements for providing information to third parties;

• arrangements for managing security incidents or breaches.

Our view

While the structure being offered in this guidance is not 

necessarily new, it is refreshing to see it brought together in a 

maritime context. The specific measures being recommended, 

including performing a cyber security assessment, a cyber 

security plan and including the supply chain on a risk-basis are 

important. Allocating suitably skilled people to the role of cyber 

security officer will be key.

Moore Stephens has extensive experience in both the maritime 

industry and in security management. We can help you with 

your cyber security assessment, your independent audit of 

security measures, and your assessment and audit of security 

measures throughout your supply chain. We can also help you 

implement security policies and procedures or act as cyber 

security officer on your behalf while you build your own 

internal capability.
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